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Introduction

The New General Data Protection Regulation (GDPR)

The new General Data Protection Regulation (GDPR) was adopted by 
the European Parliament on 14th April 2016, establishing a modern and 
harmonised data protection framework, with the new rules becoming 
applicable after two years to all members of the EU.

The Information Commissioner’s Office says the Data Protection Act remains 
law of the land irrespective of Brexit and UK data protection standards would 
have to be equivalent to the GDPR.

This Regulation is law and will be enforced if your business breaks the rules.  
For serious violations, enforcement will mean a penalty of €20m or 4% of 
global turnover, whichever is greater.

What UK Businesses Need to Do to Prepare for GDPR

If your business handles personal information about individuals, you have 
obligations to protect that information under the new GDPR and the Data 
Protection Act (1998) (DPA). The DPA lists a number of data protection 
principles with the seventh being security. This principle means you must 
have appropriate security in place in order to prevent the personal data you 
hold being accidentally or deliberately compromised.

In particular, you will need to: design and organise your security to fit the 
nature of the personal data you hold and the harm that may result from a 
security breach; be clear about who in your organisation is responsible for 
ensuring information security; make sure you have the right physical and 
technical security, backed up by robust policies and procedures and reliable, 
well-trained staff; and be ready to respond to any breach of security swiftly 
and effectively.

The move to comply with the new Regulation will require significant changes 
to how customer data is handled and will affect your business in a number 
of ways. It will require accurate maintenance for documentation of customer 
data and systems recording the exact method and details of customer 
consent. Customer consent must now be freely given, specific, informed and 
unambiguous. You must be able to show how and when consent was lawfully 
obtained.



Customers have a right to opt out of any form of automated evaluation, for 
example, credit scoring. They can assert this right at any time, for example, 
after they have taken out a mortgage. Under the GDPR, customers have 
a ‘right to be forgotten’ i.e. have their personal data permanently erased. 
There must be a reliable business process for data erasure. Companies 
in possession of the data must also notify other holders of the data that 
consent has been withdrawn and data should be erased. Data erasure can 
be difficult due to backups, multiple systems and cloud storage.

Your business will now need to tackle key issues including:

• Deciding what type of risk assessment to carry out to ensure 
compliance with the new Regulation.

• Considering how partnering with US Global businesses, including 
Software as a Service (SaaS) technology vendors, will change under the 
GDPR and the end of Safe Harbor.

• Examining key security and compliance considerations for data in 
motion: data location including storage in the cloud, data encryption 
and key management, and data lifecycle management.

• Determining key IT controls and technology capabilities required to 
meet requirements specific to the GDPR.

Failure to treat other people’s data with the requirements the law demands 
can lead to warning notices, enforcement action, serious fines and unlimited 
damage to your reputation.

In addition to the legal implications, a failure to maintain data security 
requirements increases the probability of your business incurring a costly 
data breach or loss.

Data published by the Office for National Statistics, which reveals that 
cyber-crime is the most prevalent and prolific threat to UK citizens today, 
emphasises the importance of ensuring all staff are adequately trained to 
understand the precautions required to protect your business.

Undertaking a Data Security Health Check on the treatment of data in your 
business will help you identify any potential risks of non-compliance or 
vulnerabilities in relation to the recent GDPR ruling.

Within this guide we will consider the role of the Information Commissioner’s 
Office (ICO) and the Data Protection Act (DPA) and five Top Tips to help 
your business become data secure, GDPR & DPA compliant and avoid 
enforcement action.
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The Information Commissioner’s 
Office (ICO) and the Data 
Protection Act (DPA)

The Information Commissioner’s Office (ICO) is the UK’s independent body 
established to uphold information rights. It promotes openness of official 
information and protection of private information.

The Data Protection Act 1998 (DPA) is an Act of Parliament which defines 
UK law on the processing of data on identifiable living people. It is the main 
piece of legislation that governs the protection of personal data in the UK. 
Organisations responsible for using data has to follow strict rules called ‘data 
protection principles’. The seventh principle being ‘Information Security’ 
which states that ‘appropriate technical and organisational measures shall 
be taken against unauthorised or unlawful processing of personal data and 
against accidental loss or destruction of, or damage to, personal data’

In recent years there have been numerous incidents where personal data 
has been stolen, lost or subjected to unauthorised access. In many of these 
cases, these were caused by data being inadequately protected or storage 
of data on devices being left in inappropriate places, and in some cases 
both. The Information Commissioner has formed the view that in future, 
where such losses occur and where encryption software has not been used 
to protect the data, regulatory action may be pursued. 

Encryption is now a necessity for businesses to ensure they are DPA 
compliant, data secure and to avoid prosecution. It is one of the most basic 
security measures to protect information stored on mobile and static devices 
and in transmission. It also safeguards against unauthorised or unlawful 
processing of data.

There are a number of different encryption options available to suit your 
organisation which can be considered together with additional technical and 
organisational measures.

ICO Enforcement Action & Fines

To date, the ICO has issued fines totalling more than £1.3 million to 
businesses for non-compliance against the Data Protection Act. The ICO 
has considerable powers and can issue stringent enforcement notices that 
compel your business to take specific steps and undertake measures to 
become compliant should they become aware of non-compliance in your 
business or the unsecure treatment of data.



1. Install Encryption Software 
    on all PC’s & Devices

Encryption is a mathematical 
function using a secret key 
which encodes data so 
that only users with access 
to that key can read the 
information. It can often 
provide a safeguard against 
the unauthorised or unlawful 
processing of personal 
data, particularly in areas 
where it may not be possible 
to implement alternative 
measures.

Whilst it is possible to attempt 
decryption without the key 
(by trying every possible key 
in turn), in practical terms it will take such a long time to find the right key 
that it becomes effectively impossible. However, as technology advances 
the length of time taken to try a large number of keys will reduce, so it is 
important to keep algorithms and key sizes under consideration.

Encrypting data whilst it is being stored (e.g. on a laptop, mobile, USB or 
back-up media, databases and file servers) provides effective protection 
against unauthorised or unlawful processing. It is especially effective to 
protect data against unauthorised access if the device storing the encrypted 
data is lost or stolen.

However, data controllers should recognise that there are occasions where 
data can still be accessed by an unauthorised person, even if a system 
uses encrypted data storage. For example, if an encrypted device is left 
unattended whilst a user is logged in, then an attacker can gain access 
to the decrypted material; if a device is infected with malware which has 
appropriate permissions to access the data, full disk encryption or use of 
secure containers will offer little protection once that data is decrypted; if 
applications on the device are compromised by an attacker then any data 
which can be accessed by the application is vulnerable. Thus encryption 
policy should consider a range of other technical and organisational security 
measures including employee awareness training.

JMS Secure Data recommends using (relevant benchmark) encryption 
software to securely protect your computer hard-drive which could contain 
secure emails, confidential data, client information, bank and credit card 
information, or any other sensitive information. This improves security of data 
if your computer is stolen or gets into the wrong hands.



According to the ICO a data 
controller is ‘a person who 
(either alone or jointly or in 
common with other persons) 
determines the purposes for 
which and the manner in which 
any personal data are, or are 
to be, processed.’

Data controllers will usually 
be organisations but can 
be individuals, for example 
self-employed consultants. 
Even if an individual is 
given responsibility for data 
protection in an organisation, 
they will be acting on behalf of 
the organisation, which will be the data controller. 

Data controllers have sole responsibility of how the data is managed. Most 
businesses regularly save and back up data. If this is done using a third party 
provider, it is the data controller’s responsibility to ensure due diligence is 
applied when choosing that provider to backup or store their data.

The key considerations are:

1. Who manages the encryption key security?

2. Where is the location of the data centre servers?

3. Do your existing data backup arrangements now contravene EU data  
laws?

Transferring your data to a third party backup provider does not remove your 
own organisation’s responsibility regarding data security.

JMS Secure Data recommends that before choosing a third party backup 
provider you should review the provider’s Service Level Agreement, ensure 
that only your business has full control of the encryption key management, 
and ensure that the provider has proof of where your data will be located.

Failure to comply increases the chance of a data breach, which could lead to 
fines and warning notices.

2. Choose Your Data Backup  
    Provider Carefully



In October 2015 a landmark 
ruling from the European 
Court of Justice ruled that 
the Safe Harbour agreement, 
which allows data from UK 
companies to be transferred 
to and stored in the US, 
was invalid. This ruling has 
far reaching repercussions 
for UK businesses currently 
using American based cloud 
providers to store data.

Data controllers who are about 
to purchase cloud computing services must determine the answers to the 
following questions prior to contacting a service provider to ensure they 
remain lawful:

1. Where is the cloud provider located (in which country)?

2. Is the cloud provider infrastructure in the same country or different    
countries?

3. Will the cloud provider use companies whose infrastructure is outside  
those countries?

4. Where will their data be physically located?

5. Will any of the cloud provider’s services be subcontracted out?

6. How will data provided by the controller to the provider be collected,  
processed and transferred?

7. What happens to data sent to the cloud provider upon termination of 
the contract?

8. What happens to data sent to the cloud provider when there is a 
dispute between the parties?

JMS Secure Data recommends conducting a Cloud Health Check using the 
questions above with your cloud provider to identify any potential risks of 
non-compliance or vulnerabilities that may fall outside of the recent data 
law regulation changes. These matters can be all be resolved by a compliant 
service level agreement contract.

WARNING: The more places you store the data, the more places you a have 
a responsibility to keep it secure!

3. Choose A Compliant Cloud  
    Service



As we have noted in earlier 
points, encryption helps to 
keep your data secure and 
DPA compliant. An additional, 
and essential measure to 
ensure your information 
is secure and cannot be 
accessed by anyone other 
than the account holder is to 
use password protection for 
files and devices. If a device 
is stolen, or a desktop PC 
is left unattended, this will 
help prevent an outside party 
accessing sensitive files or 
data. Some devices will have an in-built password facility.

There are a range of encryption file and device products that work for 
Windows applications, Android devices, iPhone / iPad and USB storage 
devices. Password protect software products will ensure secured files are fully 
compatible between products so you can encrypt and share devices using 
sharing techniques.

We recommend password protecting the following:

• PDF Documents

• Microsoft Office Programs (Word, Excel etc.)

• External USB Devices

• Files on Android Devices

• Files on Apple Devices

JMS Secure Data strongly recommends that you apply encrypted password 
protection on individual files and devices especially if your PC is not full disk 
encrypted.

Unauthorised access to the information on your computer or portable 
storage devices can be carried out remotely, if the hacker is able to read or 
modify your data over the internet, or physically, if they manage to get hold 
of your hardware.

You can protect your business against either type of threat by applying 
relevant password protect security software.

4. Password-Protect Sensitive  
    Files & Devices



When you access sensitive 
information from an unprotected 
computer, you put the information 
you are viewing at risk.

Here are some common forms of 
Cybercrime which is becoming 
increasingly common and is a 
potential threat to all businesses:

Open or Unprotected Ports

A technique computer hackers 
use to find unprotected 
computers on the Internet. Using automated tools, the hacker systematically 
scans the ports on all the computers in a range of IP addresses, looking for 
unprotected or “open” ports. Once an open port is located, hackers can break 
into the unprotected computer and access private information directly if you 
are not protected with a robust firewall solution.

Phishing Scams

Email phishing is one of the oldest and most successful web hacking 
techniques out there. Perpetrators send out mass emails to trick you into 
giving out confidential business data such as client’s bank account details, 
passwords and credit card numbers.

Downloading Free Software from Bogus Websites

Ensure you know the software you are downloading is absolutely safe and 
from a reputable website or risk potentially introducing dangerous malware or 
viruses into your system which compromises your data security.

Use of Mobile Devices

New revelations of the cyber threat to businesses is the use of mobile devices. 
The solution is not to restrict the use of mobile devices but to enable access in 
a safe, controlled and informed manner. Mobile users should avoid accessing 
sensitive business data over unsecured Wi-fi networks or at least change the 
settings on their device to ask permission first.

If you are unsure the computer you are using is safe or mobile devices are 
being used over unsecured Wi-fi networks, do not use it to access sensitive 
business data. A sound data protection policy together with technical and 
employee awareness procedures can help you avoid expense and potential 
business ruin from cybercrime. JMS Secure Data can advise on all areas of 
security precautions you can take to reduce the risk of your business suffering 
an attack and your client’s confidentiality being breached.

5. Don’t Use an Unprotected  
    Computer
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